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PHISHING

• What it is

• Why it’s a problem

• What you can do to protect yourself



PHISHING

What it is…
The fraudulent practice of sending emails purporting to be from 
reputable companies in order to induce individuals to reveal 
personal information, such as usernames, passwords and credit 
card numbers.

Why it’s a problem…
• The most effective and widely used tactic by cyber criminals  

to steal login credentials
• Single portal (myBYU) to access a wide array of applications 

and data.  Protected only by password.
• Difficult to prevent
• Compromised NetIds are difficult to detect



EXAMPLE 1

https://www.cognitoforms.com/Krence/SignIn

-Misspelled or uncommon words
-Poor grammar
-Unknown or wrong names/titles
-Just doesn’t quite fit BYU lingo

“Passsign”



EXAMPLE 2
mailto:lysel@tdt.edu.vn

byucentralauthentication.onlinewebshop.net/caslogin.php

Hmmm…
Something smells 

Phishy here…



PHISHING
What to do to protect yourself (and BYU)…
• Be suspicious of emails you do not expect or receive from an unknown sender

• Know how to recognize a phishing attempt

• Forward any suspicious emails to: 
abuse@byu.edu

• Enroll in DUO two-factor authentication
duo.byu.edu

“O be wise; what can I say more?”

http://duo.byu.edu/


Questions?
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