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CES Security Operations Center

• SOC director
• John Payne

• 4 FT analysts
• Sam Moses
• Mike Watson
• 2 soon to be opened slots

• Jerry Sell & TJay Humphries 
are retiring

• 6 Student analysts

• SOC architect
• Nick Turley

• 3 FT engineers
• John Clawson
• Dallin Warne
• Logan Miller

• 4 student engineers





CES Security Operations Center – Services Catalog

Pending
2021+

 Data Security
 System Security
 Security Awareness & 

Training

In Development
2019/2020

Available
2018/2019

 Advanced Vulnerability 
Management

 Threat & Federated 
Intelligence

 Cloud Security (PaaS/IaaS)
 Metrics & Reporting

 Incident Management
 Security Event Monitoring & 

Management
 Security Assessment & 

Consultation
 Network Security 

Monitoring/IDS
 Firewall/IPS (Palo Alto)
 Basic Vulnerability 

Management



What can we see?

What do we do with the information we gather?



Border Traffic Protections

Using the Palo Alto firewall
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Palo Alto

• Virus and other malicious traffic patterns
• How do sites get blocked?

• https://it.byu.edu/byu/form.do?form=ef61f2cb0a0a3c0e500eb07
ce67dca7c

aka
• https://go.byu.edu/unblock

https://it.byu.edu/byu/form.do?form=ef61f2cb0a0a3c0e500eb07ce67dca7c
https://go.byu.edu/unblock


Palo Alto

• Virus and other malicious traffic patterns
• How do sites get blocked?

• https://it.byu.edu/byu/form.do?form=ef61f2cb0a0a3c0e500eb07
ce67dca7c

• Other Palo Alto Protections
• RDP
• Patterns of attack

https://it.byu.edu/byu/form.do?form=ef61f2cb0a0a3c0e500eb07ce67dca7c


East/West Campus traffic

Bro (Zeek) & Corelight



East/West Campus traffic

• We can currently see ~70% of the traffic flow between 
subnets on campus

• Most of the focus is on plaintext and traffic patterns
• We struggle to understand some encrypted traffic



East/West Campus traffic

• We can currently see ~70% of the traffic flow between 
subnets on campus

• Most of the focus is on plaintext and traffic patterns
• We struggle to understand some encrypted traffic

• We currently maintain 30 days of traffic metadata, which 
helps us understand when problems started, if we catch 
them fast enough



East/West Campus traffic

SOC Dashboards



Penetration Tests



Vulnerability Management

Qualys



Let’s talk about Qualys



Security special interest group 
(SIG) meetings



Security SIG
Vulnerability Management

July 9th

2pm
ITB 1010 suite



Phishing and other email issues



Latest phishing campaign
May 14 – May 22
• 28 impersonations
• 606 emails sent to 402 recipients
• 91 people replied to the email, some had a number of replies
• 4 confirmed victims ($500 each)



Minimizing the impact of  phishing and other 
malicious email
• The sooner we get a report and validate it as non-legitimate, the 

sooner we can block the fake email account, links in an email, etc.
• There is also the option of doing a search & destroy for the email in Exchange, 

that work is time intensive right now
• We don’t have the ability to do anything if the email is forwarded off campus 

and/or opened remotely
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Minimizing the impact of  phishing and other 
malicious email
• The sooner we get a report and validate it as non-legitimate, the 

sooner we can block the fake email account, links in an email, etc.
• There is also the option of doing a search & destroy for the email in Exchange, 

that work is time intensive right now
• We don’t have the ability to do anything if the email is forwarded off campus 

and/or opened remotely

abuse@byu.edu
phishing@byu.edu

phishtank@byu.edu
spam@byu.edu



Upcoming capabilities



Upcoming capabilities

• Advanced Vulnerability Management
• Threat & Federated intelligence
• Cloud security visibility & tools
• Security Awareness & Training



Capabilities that are a bit further out

• Data security
• Endpoint protection



What can CSRs do to help?



CSRs and the SOC

• CMS hygiene, WebApps, Admin consoles



CSRs and the SOC

• CMS hygiene, WebApps, Admin consoles
• Understand where data resides in your environment

• Clean out of sensitive data types that you don’t want, need, or use



CSRs and the SOC

• CMS hygiene, WebApps, Admin consoles
• Understand where data resides in your environment

• Clean out of sensitive data types that you don’t want, need, or use

• If you see something, say something.  



CSRs and the SOC

• CMS hygiene, WebApps, Admin consoles
• Understand where data resides in your environment

• Clean out of sensitive data types that you don’t want, need, or use

• If you see something, say something.  
• Network scanning



CSRs and the SOC

• CMS hygiene, WebApps, Admin consoles
• Understand where data resides in your environment

• Clean out of sensitive data types that you don’t want, need, or use

• If you see something, say something.  
• Network scanning
• Help us understand the landscape



CSRs and the SOC

• CMS hygiene, WebApps, Admin consoles
• Understand where data resides in your environment

• Clean out of sensitive data types that you don’t want, need, or use

• If you see something, say something.  
• Network scanning
• Help us understand the landscape
• If you have any concerns with how the SOC is communicating with 

you – skill, details provided, or anything else – please ask for me or 
reach out to me privately



Security Metrics



Security Metrics

• We really aren’t yet good at creating meaningful, useful metrics about 
the security incidents and cyber security work being done on this 
campus



Security Metrics

• We really aren’t yet good at creating meaningful, useful metrics about 
the security incidents and cyber security work being done on this 
campus

• What KPIs and other metrics would be useful?



Other InfoSec stuff

IT Security Standards
Application Inventory updates



IT Security Standards

• https://infosec.byu.edu/node/158

https://infosec.byu.edu/node/158
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IT Security Standards

• https://infosec.byu.edu/node/158
• Minimum controls for systems with sensitive data types
• Todd Brown can be contacted if there are concerns or questions 

about the published standards
• This is currently in a ‘soft release’, you should hear from your deans & 

directors soon, if you haven’t already, about the need to meet the 
standards by mid-2020

https://infosec.byu.edu/node/158


Security SIG
IT Security Standards

September 24th

2:30pm
ITB 1010 suite



Application Inventory updates

• Ryan Bird will be sending your application inventory data to you 
looking for an update

• If there are no changes, just indicate that and return it.
• If there are changes, please make those minor modifications and we 

will process them



CES 
Security Operations Center

801-422-7788
cessoc@byu.edu
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