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Why Information Security Training?

Information Security Training and Communications
 The primary objective of our security training and communications 

program is to promote security-driven decisions and educate members of 
the BYU community on our shared responsibility to help protect our 
information and information assets. Information security should become 
a part of our cultural DNA. Ultimately, the goal is to develop security-
aware employees and students. 

 Security culture: What happens with security when people are left to their 
own devices. 



Why is topic this important?

It’s real and it can happen to you.
It’s not, “if” but ‘when’
It disturbs and interrupts our life goals and activities
Costs: Time, Money, Reputation, Security



Objectives

 “Be Wise Be Alert” 
 By the end of the session you will walk away with tips that will 

help you secure your technology and protect your information. 
 You’ll be able to apply these tips at work and at home.



Know the Terrain



You are a target



Our University

 Academic Records and Grades
 Personal Identifiable Information (PII)
 Financial Aid Information
 Bank Information
 Credit Card Information
 Payroll
 Department Research Data
 Accounts Payable, Vendors



Why do people do this?

 $608 billion – 2018 estimate
 Technology Revolution – easily to be seen as data points and not 

people/human beings.
 It’s a numbers game – only a small percentage need to be exploited
 Cybercrime as a service
 Sold on the dark web

Remember: You are a target. BYU is a target.



How do you protect yourself?

Protect your 
email

Protect your accessProtect your 
identity

Protect your 
device 



What is phishing?

General Definition
Phishing is a cybercrime in which a target or targets are 
contacted by email, telephone or text message by someone 
with the intent to lure individuals into providing sensitive 
data such as personally identifiable information, banking and 
credit card details, and passwords.

The information is then used to access important accounts 
and can result in identity theft and financial loss.
(phishing.org)



What do they want?

They want:
1. Your information – Credential Hunting
2. Your money - Scam
3. Control of your computer - Malware

What can we do? 

Not give them these things. 
(Sometimes seems easier said than done).



Tip: Ask Questions



Signs of Possible Phishing
 Poor grammar, spelling, or sentence structure
 Message is missing your name
 Sender’s name doesn’t match the email or the sender’s organization
 Urgent, required, mandatory, or other emotional trigger
 Asking for password or other sensitive data
 Pretends to be IT or someone in authority
 Too good to be true
 Asking you to do something outside of policy or protocol
 You don’t do business with that company



What to do?

 Ask questions
 Hover over links
 Double-check sender’s email address
 Check grammar
 Don’t open attachments
 Call the person or reach out securely
 Forward to abuse@byu.edu



Phishing Example



Credential Hunting



Phony Message from President



Gift Card
Things we can do:

• Check out the sender’s address.
• Is this a request that sounds like 

the person would make?
• How can I confirm it’s the 

person? 
• Contact the person via another 

communication channel (at a 
known email or via phone).

• Report to abuse@byu.edu.



What is Social Engineering

Social engineering is a broad term used to describe a range of techniques to 
trick people into giving fraudsters what they want.  Often the focus is on 
taking advantage of the social norms and avenues of our community. 
Types of social engineering include:
 Fake social media profiles
 Piggybacking into secure locations
 Using physical technology (USB, Gift of charging cord)
 Vishing (voice or phone phishing)



Vishing Example



Social Media & Social Engineering
Own your presence
 What can I find out about you?
 What do you share? 
 Kids names? 
 Schools? 
 Employment? Coworkers?
 Hobbies? 
 Vacation? Travel?



Who’s the ‘Social Engineer’?



It’s what I do…



What can you do?
Own your presence 
 Take an inventory of your ‘friends’. How many, how close, how to you 

know them, and how are you connected to them?
 Would you pick up the phone and call each of them?
 Would I share this with a stranger? Don’t be afraid to unfriend.
 Manage your privacy settings:
 Facebook
 Twitter
 Instagram
 Linked-In



What can you do?



Password Management

Practice Good Hygiene (routines and maintenance)
 Do not share
 Create and use strong passwords
 A separate password for each system/account
 Use DUO
 Use Password Manager



Do Not Share It!



Passwords



Top 25 Passwords (2018)

123456
password
123456789
12345678
12345

football
123123
monkey
654321
!@#$%^&*

111111
1234567
sunshine
qwerty
iloveyou

princess
Admin
Welcome
666666
Abc123

charlie
aa123456
donald
password1
qwerty123



Passwords at byu

Anything with:
 Cosmo
 Cosmocougar
 Cougar
 Byu
 Cougars
 Department name



Strong Passwords

 Strength
 Passphrases
 Longer (alphabet only, shorter more characters)
 No family names, pet names or birthdates
 Easy to for you to remember but hard for others to guess
 No common passwords!
 Do not use default passwords (especially for administrative systems and 

credentials)

Resources – password checker only as a tool! https://howsecureismypassword.net/

https://howsecureismypassword.net/


Strong Passwords



Passphrase



Use DUO



Protect your device

 Safe surfing (look for ‘https:’ - secure certification)
 Clean your inbox
 Create backups on cloud (i.e. Box) or hard drive
 Update your software
 Use anti-virus, we use Sophos
 Lock your screen when leaving your desk
 Don’t use public Wi-Fi for transactions
 Don’t leave phone/device in public area (even if just for a few minutes)





RESOURCES

 Security Awareness Media Kits
 Infosec.byu.edu
 Besafe.byu.edu
 Staysafeonline.org
 ftc.gov
 stopthinkconnect.org
 Department CSR

Brian Anderson
Briank_Anderson@byu.edu
801-422-0362

CES Security Operations Center
cessoc@byu.edu  
801-422-7788



Be Wise, Be Alert.
This is in our power.
We can do this.
Secure Yourself, Secure the Y.
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