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Why are we here?
 Introduce the Secure Development Training Program
 Discuss why it’s important
 Understand the program objectives
 See how developers access the course and learn how they will be 

enrolled
 View an introductory video
 Peek into the HackEDU learning platform and the modules 

developers will complete
 Outline the steps to receive a HackEDU certificate and a ‘thank-you’ 

gift
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Background (why this is important)

What can we do? Secure Development Training Program

Lack of secure coding practices in applications development and 
maintenance is a key vulnerability.
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Program Objectives: All Web & App Developers

Organization Objective – Minimize the attack vector caused by 
insecure applications and coding in order to reduce the number of 
incidents from vulnerabilities found in our applications.

Learning Objective – Developers will learn top vulnerabilities and 
how to guard against them using secure coding practices. By the 
end of the program, the developer will demonstrate vulnerability 
patching.



Program Objectives

Help developers code securely.



Content Focus
Program consists of an introductory course in Y-Train as well as 11 courses taken 
on the HackEDU platform. These are based on the OWASP Top 10 Vulnerabilities 
and include:

• Security Misconfiguration
• Cross-Site Scripting
• Insecure Deserialization
• Using Components with Known 

Vulnerabilities
• Insufficient Logging & Monitoring

• SQL Injection
• Command Injection
• Broken Authentication and Session 

Management
• Sensitive Data Exposure
• XML External Entities
• Broken Access Control



Overall flow of the program (communications diagram)
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Introduction Video

Participants will go to Y-Train and watch this 
introduction as a course.

Enroll:
1- go to ytrain.byu.edu
2- Search for Introduction to Secure Development
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What can we do to work together?

 Provide/review reports for completions and progress
 Dev Managers/CSRs can take the progam and get certificate
 Encourage your program participants to schedule time each month to 

complete a module or two a month
 Discuss and promote in your meetings and relay any feedback or 

questions you receive in your teams or departments about the training
 Encourage use of the platform for practicing safe coding (go through the 

additional vulnerabilities after program completion)



A Few Requests

 Review your initial department/team developer list and make corrections 
and additions

 Vote on the top three recognition gifts for those who complete the 
program

 Eat a brownie!



Secure Development Training Program

Brian Anderson
Briank_Anderson@byu.edu
801-422-0362NOT OUR APPS!



Be Wise, Be Alert.
This is in our power.
We can do this.
Secure Your code, Secure the Y.
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